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HOW IT CAN HELP INTERNAL
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DUSTIN LEWIS, CISA, ACDA

Abstract. Information Technology (IT) and Internal Audit departments have
the same business mission, but they can face conflicting responsibilities. The
solution must enable IT to provide data without losing confidence, while giving
Audit enough flexibility to fulfill the ‘“access to all data” mandate in most every
audit charter. This paper describes Audit’s four key data issues, the role of
audit analytics in business assurance, and some best practices that can help
both IT and Audit manage the key data issues.

In today’s business environment, transaction volumes are grow-
ing exponentially and audit groups must be able to examine
complete data sets to provide better assurance for their organiza-
tions. At the same time, corporate and government regulations
for data management, security, and reporting have been steadily
tightening. This creates a ‘“‘push-pull” between those who need the
data for business insight and those whose job it is to manage the
data. But on balance, businesses do not fail because of minor
compliance issues; they fail because management does not have
full insight or makes decisions based on poor or incomplete infor-
mation. Without complete data coverage, major control issues
such as revenue leakage and fraud can go undetected—for months
and even years.

Information Technology (IT) and Internal Audit (IA) depart-
ments have the same business mission, but they can face conflict-
ing responsibilities. IT must safeguard data from violations and
errors associated with fraud, control gaps, inappropriate access,
and information privacy. Audit, however, needs quick, seamless
access to critical business data in order to fulfill its mandate to
provide assurance. It’s a significant dilemma, but the solution
lies in giving auditors direct access to data in a secure, IT-mana-
ged environment. This direct access prevents needless file
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replication and can minimize the loss of control over mission-
critical data.

Before we dive deeper into the role of audit analytics and data
best practices, let’s explore data access and analysis challenges
from an IA perspective. In my experience, Audit faces four key
data issues.

CGEEEEEEEEEsssmmmm» FRAGMENTED DATA TRAILS

Data fragmentation often occurs when auditors store project files
on the network, then move on to a different task. When it’s time to
re-visit that project or help a team member find the right data
elements to support a specific analysis, the auditor might strug-
gle to locate the right data file. Faced with potentially tens of
thousands of data tables in an Enterprise Resource Planning
(ERP) system, each of which may contain a large number of
cryptically named data fields, this is a frustrating situation that
eats up valuable time and resources. In many cases, it is easier to
start fresh with data imports, analysis, and so on than to under-
stand previous work and how to gain efficiencies. This is an
unfortunate but common reality that audit teams face when
they perform laptop-based analysis in isolation.

LARGE DATA VOLUMES

Organizations working in industries such as health care, telecom-
munications, government, finance, and banking will generate
enormous data volumes on a daily basis. These files can often be
too large for a laptop or the network share drive. Maintaining
data in a way that supports efficient processing speeds can also
be a challenge, creating delays while auditors wait to complete
extracts, downloads, and data processing on their laptops or
workstations. In addition, growing network drive storage
demands can be costly, forcing IT to establish and monitor
quotas.

Many auditors choose not to perform complete data analyses
simply because they cannot manage large file sizes and volumes.
Whether they are lacking appropriate technical solutions or they
have not fully explored these issues with IT, reliance on hit-and-miss
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sampling techniques can put the business in a position of risk and
minimize essential insight.

DELAYED DATA ACCESS

IT has numerous responsibilities that can make it difficult to
quickly fulfill ad-hoc data requests from Audit. Faced with mul-
tiple-week wait-times for source data, auditors may again D
choose to sample, or spend considerable time negotiating with
IT to get working access to the data they need to analyze. It’s a
situation that can also drain resources and compromise other
critical IT duties. Ultimately, Audit needs direct access to critical
data or the ability to schedule data extracts during off-peak
times.

Delayed access can also affect how Audit completes its work
plan—leading auditors to use summarized paper reports, spread-
sheets, and sampling instead of testing the actual underlying data.
This might mean testing 10-12 items instead of the 20 million
transactions that could quickly be reviewed with more sophisti-
cated analysis solutions. If it’s too difficult to get the necessary
data, or IT has established a complicated relationship or request
procedure, auditors will tend to ask for too much or too little data.
As a result, IT often pushes back and resents the extra workload.
Freedom to obtain data when it is needed suffers when IT wants
full control over data access, while Audit requires source data for
complete testing. Miscommunication can also lead to Audit receiv-
ing the wrong data, and IT ends up repeating the request several
times over.

PRIVACY AND CONFIDENTIALITY CONSTRAINTS

When auditors need source data from sensitive business areas
such as payroll or human resources, IT may struggle to preserve
confidentiality while delivering adequate records. For good rea-
son, IT is often reluctant to provide direct access to live, opera-
tional system data. Security breaches represent a critical risk
area for organizations and can result in regulatory penalties,
injured reputations, and damage to overall business operations
and profitability. It’s common practice, however, for auditors to
extract critical data and download it to audit workstations or lap-
tops—a significant exposure risk for the organization. As laws
continue to tighten and high-profile cases put exposed organiza-
tions in the news, data privacy and security is a growing consid-
eration. It’s essential that businesses develop appropriate ways to
manage security constraints, while still ensuring Audit has the
right data to provide detailed operational insight. Fears about
data privacy and security regulations can often mean Audit does
not receive the data at all, or again, is limited to sample-based
testing. The result: privacy and security take priority over true
visibility into the health of the organization, and business deci-
sions are made based more on assumptions or historical trends
than on facts.

© Copyright 2010 Taylor & Francis—All rights reserved. 3
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AUTOMATED BUSINESS ASSURANCE TECHNOLOGY

Despite the numerous data access and management challenges
facing both Audit and IT departments, audit analytics provide a
powerful solution that can overcome these issues. Purpose-built
technology can give IT full security over data sources, while equip-
ping auditors to perform efficient, transparent analysis with
access to source data.

An effective business assurance platform should provide

G streamlined data access, analysis, and reporting for the entire
audit group and organization. It should include proven analytics
that can be run on-demand or on a scheduled basis. Common analytics
include cost-saving tests that look for needless over-expenditures and
inefficient purchasing practices, through to a full controls-based
approach to testing business processes, such as purchasing, pay-
ables, and receivables. The solution should be Web browser-based,
and designed to connect directly to data on a scheduled basis and
provide detailed reports and exception management to ease accessi-
bility by stakeholders across the organization.

Exception tracking is another essential element of any technical
assurance solution. With a closed feedback loop and set proce-
dures for sending, tracking, and following up on exceptions,
Audit can ensure that anomalies do not remain unresolved or get
lost in the daily shuffle of e-mail and task management. Often
exceptions are not escalated beyond an e-mail with an attached
spreadsheet. This procedure quickly fails when, for example,
someone receives a weekly e-mail with 10-20 exceptions included
in a spreadsheet. Within a few months, the receiver of these mes-
sages has 15 spreadsheets and 200-300 exceptions. There is no
practical way of management ensuring exceptions using this
strategy. The ability to track, escalate, and ensure review of
exceptions can give an organization unprecedented insight into
areas of risk and uncover opportunities to dramatically reduce
expenditures (besides simply laying off “x” employees when
costs need to be cut).

Most importantly, automated analysis technology must be
flexible. Just as each business is unique, there is no one-size-
fits-all way to get systems or source data effectively to Audit
and other stakeholders. Some audit groups will work strictly
with IT to provide targeted data extractions without visibility
into source data. Others might allow staff direct access through
a data warehouse built specifically for Audit, while others may
want immediate access to production data. Regardless, maintain-
ing data security is essential. Audit and IT managers should be
able to limit access to specific users and easily change those
settings when necessary. Any data access strategy—from direct
access to use of extracted text files—should be compatible with a
data analysis solution.

With any technical solution, it’s equally important to minimize
data repetition and redundancy. When many people are using a
specific file, it’s critical to manage versions and ideally, ensure
that a single file copy is available in one location for all appropriate
users to access. Technical solutions should also be straightforward
and user-friendly. Relying on auditors with specific skill sets can be
risky, and can put projects and critical data access at risk if
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technical auditors leave the organization or fail to properly docu-
ment and support their solutions.

Finally, an effective solution will enable the IA team to create and
maintain an audit repository that runs within a secure server envir-
onment. The repository should consist of data sub-sets, which repre-
sent only information necessary for audit analyses. This repository
should also include a library to house approved routines, analytics,
electronic work papers, documentation of internal controls and reg-
ulatory standards, and a clear audit trail for team members to fol-
low. Only administrators should be able to alter analysis routines
stored in the library (in order to avoid over-writes, errors, and
inexperienced users introducing flawed practices), but audit staff
can have read-only access to share work and results.

SOLUTIONS

Now that we have covered the bases for automated business assur-
ance and data analytics, here are some best practices that can help
both IT and Audit manage the four key data issues.

Fragmented Data Trails

IT can work with the audit group to help them identify not only how
to access the data, but also to determine which data best fits a
specific business need, such as looking for “ghost” employees in a
payroll file. By working as advisors to Audit, IT can save significant
time and frustrations for both parties. Auditors who do not have
technical backgrounds, for example, might not know what type of
data to request, or might ask for a data file that’s far too general.
Simple request forms can help auditors to better clarify their needs.
Asking questions such as “what do you want to see in the final
report?” and “in what format?” can also help ensure that Audit
receives the appropriate data with supplemental information, and
prevents missing pieces that could be essential for a specific project.

The more information can be gathered up front, the better the
data extraction process will be for both IT and Audit. Requests can
also be added to data archives and used as templates for future
extracts. A strong analytics solution, however, will allow the
audit group to access source data directly from a single interface.
There should be no need for IT to build data warehouses specifically
for Audit, and a secure repository should be established with recur-
ring, automated feeds that can be provided from a single database
login triggered automatically from a scheduled server process.
Once Audit has been connected to a specific data file, minimal effort
should be required to set up access on a daily, weekly, or ongoing
basis. The repository should also enable audit managers to restrict
access only to specific parties. Even if there are 50 people working
with analytics, a strong solution would maintain a single version of
each data file that everyone can view.

Large Data Volumes

To address the challenge of large—and ever-growing—data volumes,
best practices promote analytic technology that harnesses the power
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of the server. All data processing should take place within the server
environment in order to boost speed, ensure data security, and make
results immediately available to the intended audience. Servers are
designed to process large data volumes and support multiple users
with minimal impact on end-user response times.

A strong data analysis solution should also be able to manage
near-infinite file sizes. Commonly used spreadsheet software, for
example, will hit limits at transaction volumes that large compa-
nies routinely reach in a single day. With a server-based solution,
there’s no need to store data on a laptop or network drive—making
the analysis extremely fast. Auditors can quickly look for anoma-
lies among hundreds of millions of transactions and the analytics
will not slow the network or individual machines. Picking only the
necessary fields from an extensive set of options will also limit the
amount of data required for thorough analyses. Scheduling tests to
run in off-times, minimizing data volumes with precise filters and
queries, and building up offline storage capabilities can further
enhance both efficiency and speed. When you have the ability to
quickly do “what if”’ analysis on a large data set you have freedom
to discover trends, anomalies, and unforeseen challenges with the
same effort previously used in small samples.

Delayed Data Access

Effective data analysis technology will give both IT and Audit multi-
ple ways to tackle secure, timely data access protocols. In one
scenario, IT can give Audit access to a secure database that auditors
can access whenever they need—either on-demand or through
scheduled extracts. Another option is for IT to set up a workflow
or process that fits internal security credentials. This workflow can
provide to Audit, on a scheduled basis, the appropriate data files.
This scenario offers the best of both worlds, because IT does not
have to provide data repetitively, on-demand, but still maintains
effective control over data distribution and quality.

Best practices also support audit analytics that provide
advanced data access, including scheduled downloads during off-
peak hours and specialized connectors to specific data types such as
eXtengsible Business Reporting Language (XBRL), Society for
Worldwide Interbank Financial Telecommunication (SWIFT), and
Portable Document Format (PDF). This helps prevents regulatory
breaches and gives IT greater control over data access procedures.
Technical solutions should also have a built-in scheduling function
that makes it easy to set up repetitive data access routines without
IT intervention. Auditors should find it as easy to schedule data
retrievals as they do to set up an Outlook meeting.

Privacy and Confidentiality Constraints

Best practices support analytics with built-in controls that enable IT
or management to mask sensitive data such as credit card num-
bers. Data masking ensures that auditors never see complete num-
bers, but consistent scrambling techniques still support useful
comparisons, matching, and pinpointing anomalies. Keeping data
in a secure server environment is another critical element of data
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privacy. Customizable security controls should enable audit man-
agers or IT to lock down specific files, results, and areas to certain
individuals or groups. The solution should also require logins, and
provide tracking and modification notices.

Housing data in a secure, well-managed central repository can
also reduce the need for ongoing IT intervention. Auditors can
quickly locate and access data necessary for audit projects without
requesting time-consuming downloads that may also affect system
performance. Standard processes for accessing and updating data
ensure that necessary records are readily available, but will not
compromise data or network security. Data should be viewed and
analyzed in read-only mode, so it cannot be altered or deleted.
Eliminating the need for IT to provide data extracts also reduces
the length of audit cycles, retains data integrity, and eliminates the
burden on IT resources.

Most importantly, conducting analysis tasks within a server
environment is the best way to fully safeguard critical data.
Security standards can be established for end-user computers
such as laptops, desktops, and Local Area Networks, but they are
generally easier to circumvent and harder to enforce—even in
situations when users inadvertently compromise standards due
to error or the desire to work more efficiently. Server environ-
ments provide a centralized location where auditors can view full
data populations and feel confident that transactions are not acci-
dentally omitted, without breaching information control
standards.

While many organizations have security protocols designed to
maintain effective and elaborate encryption of laptop data, version
control issues can still persist. If more than one person is working
on a project, performance can suffer when staff lose track of which
version is most current. By default, auditors will usually re-down-
load the data— leading to efficiency and system performance pro-
blems if the data must continually be pulled from a database.

IN CONCLUSION

To remain relevant and to add value to the business, Audit must
look deeper into data and reduce its reliance on samples and
speculative opinions based on smaller information sets. A
PricewaterhouseCoopers survey titled “An opportunity for trans-
formation: How internal audit helps contribute to shareholder
value” found that shareholder value is destroyed by strategic and
business decisions 60 percent of the time, while compliance issues
destroy shareholder value just 5 percent of the time. Looking at the
full life of a transaction almost always reveals new lessons that can
help strengthen both existing controls and benefit the bottom line.
Even the smallest control breaches can point to an ongoing fraud or
inefficiency that could waste hundreds of thousands of dollars each
year. The business owners also appreciate having detailed informa-
tion they can use to improve their processes while cutting expenses
or maximizing revenue.

The right solution for you should allow IT to provide data with-
out losing confidence, while giving Audit enough flexibility to ful-
fill the “access to all data” mandate found in most every audit
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charter. It’s a solution that has worked for many of the world’s
effectively run companies regardless of size—and it can work for
yours.

As a senior technology consultant at ACL Services Ltd., Dustin Lewis, CISA,
ACDA, works with ACL clients to help them understand the benefits of audit
analytics technology. He has a background in internal audit and earned the
CISA designation in 2004. For over ten years, Dustin has applied audit analytics
to gain insight into a variety of industries. He has notable consulting and
training experience in government and education. Dustin has significant tech-
nical and business experience, and regularly bridges the knowledge gap
between a client’s IT department and their business leaders. He has worked
with audit teams to identify opportunities for saving time and expenses on
audit plans. He also developed a consulting practice focused on saving clients
money and identifying fraud and waste. As an internal auditor in a bank
setting, Dustin used audit analytics to develop an automated continuous mon-
itoring program to monitor nine affiliate banks’ ledger accounts. The monitor-
ing tool helped the bank reduce field work and detect problems before they
became a crisis. Dustin is a native of Omaha, Nebraska. He has a degree in
Business Management with a concentration in Accounting and is a member of
the Information Systems Audit and Control Association (ISACA). He received
the ACDA certification in 2006. He can be reached at Dustin_lewis@acl.com

E-MAIL DISCOVERY: LATEST
CASES IMPEL PUBLIC
AGENCIES TO RETAIN
RECORDS

BENJAMIN WRIGHT

Norwalk is “at least grossly negligent, if not reckless” in its

failure to preserve electronic records.
—Jane Doe v. Norwalk Community College

EXECUTIVE SUMMARY

Since the adoption of special amendments to the Federal Rules of
Civil Procedure in late 2006, the field of e-discovery law has grown
more dangerous for public agencies. Recent cases show courts are
serious about expecting litigants to possess and be able to find their
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